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INTRODUCTION

The world’s leading mining companies are now 
unanimous in reporting that cyber threats are a principal 
risk to them achieving their goals (Figure 1). The use of 
networked systems has progressively increased across 
all aspects of mining operations, from exploration and 
extraction, through processing and logistics, to sales and 
marketing – while a range of cyber-attacks on the sector 
and industry at large have stimulated concern.

But what particular areas of exposure are faced by mining organizations  
– and to what extent can insurance markets respond?

In this paper, we highlight specific areas of cyber risk exposure for miners  
and consider the potential impact on operations. Moreover, we consider how  
a greater understanding of these risks is now reflected in a growing suite of 
cyber insurance solutions.
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FIGURE 1 Reporting of Cyber Risk or Information Security Within the Principal Risk Disclosure of 10 Leading Mining Companies  
Source: Marsh

“There are only 
two types of 
companies: 
Those that 
have been 
hacked and 
those that  
will be.”
ROBERT S. MUELLER 
DIRECTOR OF THE US 
FEDERAL BUREAU OF 
INVESTIGATION (FBI), 
2001-2013.1

Leading mining companies selected on the basis of market capitalization, Q4 2017.



2  Marsh

MARSH REPORT          Q1 2018

SPOTLIGHT

Cyber-attack Examples

 • Creation of undetected over-

pressure, fire, and subsequent 

spill from a Turkish oil pipeline.

 • Critical safety controls on an 

offshore installation disabled 

by a disgruntled employee.

 • Forced shut-down of a German 

blast-furnace, resulting in an 

explosion which caused major 

damage to the plant.

 • Shut-down of an offshore 

installation on the African 

coast, after an attack on 

buoyancy and stabilization 

systems.

 • A 19-day withdrawal of 

offshore installation from 

service to remove malware.

 • 35,000 hard-drives wiped 

at a Middle Eastern energy 

company. 17 days later, the 

company continued to give 

away oil in its domestic market 

to avoid absolute discontinuity 

of supply while sales could not 

be processed.

 • Ukraine power grid shutdown, 

after a phishing attack allowed 

malware installation.

 • Multiple, substantial data 

breaches, including the 

publication of sensitive 

employee, payment,  

and commercial data.

PUTTING CYBER RISK INTO 
CONTEXT
UNDERSTANDING MOTIVATION

The brief and catch-all phrase  
“cyber risk” applies to a broad 
range of threats and encompasses 
a wide and varied range of attacker 
motivations, goals, modes of attack, 
and ultimate business impacts.

Attacks can be broadly categorized 
into two types. The first focuses 
on specific industry targets with 
an express purpose to exploit an 
identified vulnerability, for example, 
multi-million dollar fraud events in 
which false payment instructions 
have been created (and acted upon), 

and attacks on specific assets and 
infrastructure, including the widely-
publicized usurpation of controls 
at a German blast-furnace which 
triggered an explosion during its 
forced shut-down.

The second category of risk is further 
reaching: Untargeted or wide-area 
attacks that indiscriminately impact 
any business with a vulnerability, 
resulting in losses across a wide 
range of industry sectors and 
geographies. 
 

FIGURE 2 Making Sense of an Attack
 Source: Marsh

• Profit (extortion, sale of data, facilitation 
of fraud)

• Industrial espionage

• Political/ideological 

• Strategic agenda of a state actor

• Malice/retaliation

MOTIVATION

• The introduction of malware, including the 
following:

- Destructive (for example, disk-wiping) 
malware 

- Spyware
- Remote access 

and control

• Social engineering attacks, including 
"phishing", "spear phishing", 
and "whaling"* 

• Denial of service

MODE OF ATTACK

• Regulatory breach/punitive action

• Damage to critical assets

• Failure of critical safety systems

• Business interruption (with or without 
property damage)

• Financial loss, including mitigation 
expense and remedial costs

• Theft (of personal or commercially 
sensitive data)

• Environmental damage

• Reputational damage

BUSINESS IMPACTS

• Destruction/publication/theft of data

• Creation of false records

• Usurpation of industrial controls

GOAL

* “Phishing” is the sending of fraudulent emails in order to obtain sensitive or personal 
information. “Spear phishing” is a targeted form of phishing, aimed at specific individuals 
within a specific organization, while “whaling” is the most sophisticated of phishing 
attacks aimed at senior level or high-profile personnel.
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FIGURE 3 The NotPetya Ransom Note   
Source: Krebs on Security4

Ooops, your important files are encrypted.

If you see this text, then your files are no longer accessible, because they have been 
encrypted. Perhaps you are busy looking for a way to recover your files, but don’t waste 
your time. Nobody can recover your files without our decryption service.

We guarantee that you can recover all your files safely and easily. All you need to do is 
submit the payment and purchase the description key. 
Please follow the instructions:

1. Send $300 worth of bitcoin to the following address:

 1Mz7153HMuxXTuR2R1t78mGSDzaAtNnBWX

2. Send your Bitcoin wallet ID and personal installation key to email     
 wowsmith123456@posteo.net. Your personal installation key:

 74f296-2Nx1Gm-yHQRWr-S8gaN6-8Bs1td-U2DKui-ZZpkje-kE6sSn-o8tizV-gUeUMa

If you already purchased your key, please enter it below.
Key:_

BEYOND BORDERS

The NotPetya ransomware attack 
in June 2017 is a case-in-point; an 
example of a broad-reaching attack 
illustrating both the difficulties in 
establishing attack motivation and in 
the ever-increasing global nature of 
the cyber threat.

The attack ricocheted around the 
globe, impacting most heavily on 
logistics, pharmaceutical, food 
manufacturing, and consumer 
goods operations, and resulting in 
hundreds of millions of dollars-
worth of individual losses. 

While it has since been established 
that ransomware entered multiple 
global networks via a malicious 
update to MeDoc (a widely-used 
Ukrainian accounting software 
program). The “update” reportedly 
incorporated attack tools developed 
by the US National Security Agency 
stolen and released by a hacker 
group in April 2017; the motivation 
behind the attack remains unclear.

Ostensibly a ransomware attack, 
commentators have noted the 
difficulty in successfully monetizing 
ransomware attacks or collecting 
crypto-currency ransoms without 
exposure to law enforcement 
agencies; instead, it has been 
suggested that the event was “a 
deliberate, malicious, destructive 
attack or perhaps a test disguised as 
ransomware.”2 More frighteningly, 
the original Petya attack, after which 
the event was named, resulted in 
power outages across the Ukraine – 
and the impairment of the radiation 
monitoring system at the Chernobyl 
nuclear site.

Whatever the motivation, economic 
damage was significant, with cyber 
security analytics services provider, 
Cyence, estimating total global 
losses in excess of US$850 million.3

US$850m 
the total global loss estimate  
of the NotPetya ransomware attack 
in June 2017.
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KEY RISKS TO THE MINING SECTOR
In the same way that a metals or mining company may face a focused attack or become caught up in an indiscriminate event, 
so the risks faced by companies are both common to all sectors and specific to operations. Key risks to the sector include:

LOSS OF FINANCIAL DATA 
INTEGRITY

The integrity of financial 
management and reporting is the 
cornerstone of investor confidence. 
For example, a cyber event could 
lead to the delayed publication 
of results for a company listed on 
a stock exchange. Such an attack 
could create delays while records 
are reconstituted, which exposes a 
critical aspect of security to public 
critique, and complicates an already 
demanding and critical component 
of the corporate calendar. 

LOSS OF COMMERCIAL 
DATA AND PRIVACY

The reporting of recent mining 
sector data breaches has typically 
focused on the release of sensitive 
human resources information. 
While such breaches are clearly 
detrimental, the loss of commercial 
privacy – for example, in the context 
of mergers and acquisitions (M&A) – 
can have more serious consequences. 

LOSS OF EXPLORATION 
DATA, MINING RIGHTS 
AND TITLE, AND 
RESOURCE DEFINITION 

Likewise, exploration data includes 
valuable geological data that 
has taken considerable time and 
investment to acquire, and is a core 
component of a mining company’s 
value. Electronic resource definition 
and mine models are, in turn, 
fundamental to day-to-day mining 
operations. Loss of this data – or 
loss of access to it – therefore has 
the potential to cause significant 
financial loss, including cost of 
reinstatement.

BEYOND TECHNOLOGY 

It is worth noting at this point that 
a key cyber risk factor – and thereby 
a crucial first line of cyber defense 
– is company personnel. Human 
error is a contributing factor in a 
large number of cyber incidents 
investigated, whether through 
lost or stolen devices, data sent 

in error, deliberate or malicious 
acts by employees, or through 
a lack of training and/or a poor 
understanding of the IT systems  
and software they are using. 

The reality of cyber risk is that it 
is not simply a technology risk in 
which technical experts will either 
breach or attain security – rather 

risk management encompasses 
information technology, operational 
technology, employee training, and 
management – and potentially crisis 
response.

FIGURE 4 Mining Cyber Facts  
 Source: Symantec5

SPAM

second most a�ected 
industry in 2016 

57%

DATA BREACHES

data breaches 
in 2016

8
EMAIL MALWARE  

in 139 emails

1
PHISHING

in 2,254 emails
third most a�ected 

industry in 2016

1
IDENTITY THEFT 

million in 2016 

9+
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LOSS OF 
COMMUNICATIONS 

By overwhelming, destroying, or 
denying access to communication 
systems, cyber-attackers can 
deliberately interrupt production and 
fundamental commercial activities, 
such as the ability to order supplies 
and to create or pay invoices.

MAJOR DISRUPTION  
TO SUPPLIES

Mining operations have ubiquitous 
and critical dependencies on 
electrical and water supplies which  
are vulnerable to interference. 
Loss of energy can rapidly manifest 
as significant physical harm – the 
settling of solids in thickeners, tanks, 
and pipelines, or the inability to 
decant excess water from tailings 
and water dams, for example. 

Cyber-attacks on utilities have 
included attacks on distribution at 
the highest level, such as the 1999 
Trojan horse attack on a Russian 
energy company that locked out 
control of a central switchboard that 
routed gas flow,6 as well as more 
focused attacks on specific energy 
installations. 

Moreover, miners are highly 
dependent on standby systems for 
critical processes, such as furnace 
cooling or mine ventilation, 
therefore a potential cyber-attack 
represents significant hazard.

MAJOR SUPPLY CHAIN 
DISRUPTION

The mining supply chain is 
potentially vulnerable at many 
points, from inventory control 
systems through to the disruption 
of production and delivery of 
critical inputs. The dependency 
of gold operations, for example, 
on continuous cyanide shipments 
exposes them to disruptive risk at 
production (for example, through 
quality control interference or 

production disruption), shipment 
(for example, through navigational 
interference), and at customs 
clearance (for example, through 
record tampering).

SAFETY CRITICAL 
CONTROLS

Electronic control systems are 
a fundamental feature of safety 
critical systems, ranging from shaft 
winders to the remote control 
systems and telemetry used to 
manage and monitor haul truck 
operations. Moreover, ventilation, 
refrigeration, and fire detection 
and suppression systems are all 
typically related to supervisory 
control and data acquisition  
(SCADA – see page 6) systems, as are 
many critical aspects of processing 
operations, such as smelting and 
refining electrode controls and 
furnace cooling systems. 

LOSS OF ACCESS 
CONTROLS

In addition, disruptions to 
electronic access control systems 
can result in mining operations 
being unable to access workings or 
remove workers to safety. Access 
control is now predominately 
computerized; making access 
control breaches at best a threat 
to production, or, in a worst-case 
scenario, compromising the safety 
of thousands of mineworkers.

CRITICAL CONDITION 
MONITORING SYSTEMS

Stability monitoring systems within 
both open pit and underground 
mining operations, as well as tailings 
impoundments, often incorporate 
electronic monitoring and warnings 
systems that are critical to safety. 
Other condition monitoring 
systems – for example, air-gap 
sensors in gearless mill drives – 
are essential to the integrity of 
production processes.

DISRUPTION TO SAFE 
AND INTELLIGENT 
MINING

Advances in sensor technology and 
digital processing are improving 
mine performance and safety. 
Sensors on equipment, personnel, 
and rocks generate valuable 
streams of information; hundreds 
of parameters are recorded and 
interpreted every second. 

If this information is compromised, 
miners using the most advanced 
and emerging technologies are most 
vulnerable. Aside from the obvious 
and immediate challenge posed 
to remote operatorship, tech-led 
miners may also suffer a prolonged 
loss of efficiency and a heightened 
risk of near-term unplanned outages.
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The remote connectivity of modern 

mining operations is significant. Major 

plant systems, such as modern gearless 

mill drives or draglines, are remotely 

monitored by both original equipment 

manufacturers (OEMs) and control 

rooms, while rail, port, blending, 

and sales operations, may be both 

interconnected and internet-connected. 

This remote access and control is 

provided by industrial control systems 

(ICS), systems such as SCADA, and by 

other remote telemetry devices that 

link to other physical devices through 

internet access or modems. 

The mining sector has been quick to take 

advantage of these new interconnected 

systems to capture the benefits of 

productivity and availability gains. As 

such, many systems now employ cloud 

technology, human machine interfaces 

(HMI), or Wi-Fi capabilities. 

The integration of plant from varying 

suppliers and the rolling implementation 

of new technologies to  plant and 

processes  can introduce vulnerabilities 

–  poor credential management, lack of 

authentication/authorization features, 

and the potential for the introduction of 

malware.7 The increasing convergence 

of information and operating  

technology platforms coupled with 

misaligned security protocols can 

therefore afford free movement between 

systems and platforms once system 

entry has been achieved.

Several external attacks on similar 

“open” systems have been experienced 

within the global utilities sector. In late 

2015, there was a coordinated and multi-

faceted attack on the SCADA systems 

used by a Ukrainian power distribution 

company. The attack began with a 

spear-phishing campaign, knocking 

out 30 electricity substations and 

impacting 80,000 customers. It has since 

become clear that parallel attacks were 

attempted at three other distribution 

companies, which could have affected 

upwards of 225,000 customers had they 

been successful.8

It was a sophisticated, multi-stage and 

multi-site attack, employing techniques 

such as spear-phishing, malware, 

and the use of remote admin tools to 

compromise field devices at substations 

and flooding the customer call center 

with fake calls. While the incident 

highlighted a breadth of vulnerabilities, 

including security lapses in the 

company’s corporate IT and SCADA 

systems and weaknesses in employee 

cybersecurity training, it also illustrated 

the creativity, determination, and 

preparedness of cyber-attackers when 

motivated to attack.

UNDERSTANDING SCADA
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INSURANCE MARKET RESPONSE
The insurance market has developed 
rapidly in response to the evolving 
threat of cyber. Annual gross written 
cyber insurance premiums have 
grown by 34% per annum over the 
past seven years, from  
US$500 million in 2009 to  
US$3.9 billion in 2016.9 With 
approximately US$500 million 
of cyber capacity now available, 
together with a greater awareness 
and understanding of cyber risk, 
it is expected that the global cyber 
insurance market will continue to 
grow at pace and is projected to 
reach US$9 billion by 2020.10

In essence, there are two broad  
types of cyber insurance cover.  
Early focus was on third-party 
liability cover available in specific 
cyber policies and largely focused on 
data breach. More recently, attention 
has turned to first-party cover, 
and cover for first-party losses in 
respect of property damage, business 

interruption (BI) and non-damage 
business interruption, and fraud.

Today, a growing record of loss 
adjustment and claims payment 
spanning data breach, extortion, 
denial of service, phishing 
attacks, internal IT failure, and 
BI enables insurers to model 
their own exposures, influencing 
appetite, pricing, and underwriting 
requirements for cyber cover.

Yet while there is a growing suite of 
more sophisticated first-and third-
party cover (see Figure 5), there 
remains little standardization in 
respect of standard insurer-issued  
products; a problem compounded 
by the fact that 49% of respondents 
in a recent Marsh survey11 admitted 
having “insufficient knowledge” 
about their cyber risk exposures 
to be able to assess the products 
available to them. 

34%  

annual growth in gross written 
cyber insurance premiums  
(last seven years).

US$3.9bn  
written in 2016.

US$500m  
cyber capacity available.

+45% 

of companies have “insufficient 
knowledge” of their cyber 
exposures.
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CATEGORY DESCRIPTION

Intellectual property (IP) theft • Loss of value of an IP asset, expressed in terms of loss of revenue as a result of reduced market share.

BI • Lost profits or extra expenses incurred due to the unavailability of it systems or data as a result of cyber-attacks 

or other non-malicious IT failures.

Data and software loss • The cost to reconstitute data or software that has been deleted or corrupted.

Cyber extortion • The cost of expert handling for an extortion incident, combined with the amount of the ransom payment.

Cyber-crime/cyber fraud • The direct financial loss suffered by an organization arising from the use of computers to commit fraud or steal 

money, securities, or other property.

Breach of privacy event • The cost to investigate and respond to a privacy breach event, including IT forensics,  

and notifying affected data subjects.

• Third-party liability claims arising for the same incidents. Fines from regulators and industry associations.

Network failure liabilities • Third-party liabilities arising from certain security events occurring within the organization’s IT network or 

passing through it in order to attack a third party.

Impact of reputation • Loss of revenues arising from an increase in customer churn or reduced transaction volumes, which can be 

directly attributed to the publication of a defined security breach event.

Physical asset damage • First-party loss due to the destruction of physical property resulting from cyber-attacks.

Death and bodily injury • Third-party liability for death and bodily injuries resulting from cyber-attacks.

Incident investigation and 

response costs

• Direct losses incurred in investigating and “closing” the incident and minimizing post-incident losses.

• Applies to all the other categories/events.

FIGURE 5 Different Loss Categories for Which Protection is Available in the Cyber Insurance Market
 Source: MMC Cyber Handbook 2018



Cyber Risk: Threats and Insurance Protection for the Mining Sector  9

MARSH REPORT          Q1 2018

DESIGNING A SUITABLE CYBER PROGRAM
Designing a cyber program begins with establishing a clear understanding of cyber exposures and mapping those against 
existing non-cyber insurance products. Carefully worded crime and property damage and BI policies are the starting 
point for comprehensive cyber coverage. 

FIGURE 6 Available Breadth of Cyber Coverage  
 Source: Marsh

Fraud
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perils (for example, fire, 
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For example, Marsh's 
Cyber Gap which 
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exclusion of other risks 
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of Marsh CyberShield
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FIGURE 7 The Marsh Cyber Assurance Consultancy Framework  
 Source: Marsh

A modular approach based on loss scenario development and qualification, and a comprehensive policy gap analysis 
as per the Marsh Cyber Assurance* Consultancy Framework (see Figure 7), can then be developed to address specific 
aspects of risk exposure, weaving together conventional lines of cover and dedicated cyber products to create a suitable 
program of protection.

P
LA

C
EM

EN
T

VALUE

LOSS SCENARIO 
DEVELOPMENT

• Defining what cyber 
risk means for your 
organization, by 
developing loss 
scenarios with relevant 
stakeholders.

LOSS SCENARIO 
QUANTIFICATION

• Quantifying the 
financial exposures 
presented by the loss 
scenarios: How much 
would a cyber event 
cost and why?

• Include a non-physical 
damage business 
interruption (NDBI) 
review.

• Data breach/ 
corruption events and 
system outages.

POLICY GAP
ANALYSIS

• Understanding how 
your existing 
insurance policies 
respond and their 
limits relative to your 
financial 
requirements.

• Identifying any 
coverage gaps 
against pre-defined 
loss scenarios and 
respective financial 
exposures.

PROGRAM 
DESIGN

• Optimal program 
design, with clear 
cost/benefit analysis 
for any insurance 
required to close 
gaps.

• Consider coverage 
enhancements of 
new/alternative 
solutions.

Board-level reporting.

Clear audit trail and business case for any program optimization options.

Bringing together di�erent parts of the business.

*Marsh Cyber Assurance is offered in the UK, other Marsh markets offer similar products.
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CONCLUSION
Despite the mystique that can surround cyber risk, conventional risk 
management frameworks provide all of the tools for a strong risk governance 
framework. Identifying, evaluating, and treating cyber risk will draw on the 
same principles of risk management used to control other threats to the 
organization, and a successful risk mitigation program will, in turn, feature  
a familiar suite of controls. 

Pre-loss controls – embedded within operations and combining physical 
controls, process controls, and employee education – will minimize the 
probability of an event. Post-loss risk mitigation measures will also reduce 
impact. A practiced management and operational business continuity plan 
and crisis response plan will support effective crisis control, while risk transfer 
– through insurance – provides increasingly economic risk capital and a 
financial back-stop to cyber risk. 

Therefore, despite any remaining novelty around the cyber risk topic, the 
pathway to resilience is accessible and insurance market support has evolved 
to provide a broad complement of protection. 
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SPOTLIGHT

ILLUSTRATIVE PROGRAM RESPONSE
MARSH’S CYBER GAP INSURANCE

POLICY STRUCTURE

Cyber Gap addresses the gap in cover created by 
cyber exclusions contained in a property damage 
business interruption (PDBI) policy:

 • A wraparound core property damage and BI  
and/or terrorism policy.

 • If the core policy declines a loss due to a cyber 
exclusion, the Cyber Gap policy is triggered.

 • The core policy deductible applies.

 • Coverage for dependencies (including utilities)  
is provided to the extent of core policy coverage.

LOSS SCENARIOS

 • A hacker gains access to the industrial control 
system of a refrigeration plant providing cooling to 
an underground mine, taking control of and over-
speeding the compressor, resulting in catastrophic 
failure of the machine.  The machinery breakdown 
and BI is recoverable against the Cyber Gap policy.

 • The Shamoon virus hits, causing damage and 
prohibiting the supply of propane to one of your 
supplier’s affiliates. Your sub-limit of named or 
unnamed suppliers responds through your Cyber 
Gap policy.

 • A contractor connects a laptop to a network and 
unwittingly transfers a virus. The virus results 
in a complete loss of plant control room display, 
leaving plant operators unable to control operating 
conditions and forcing attempts at a manual shut-
down of operations. Resulting breakdown losses 
and mitigating expenses are recoverable against the 
Cyber Gap policy.

MARSH CYBERSHIELD

POLICY STRUCTURE

Marsh CyberShield allows for a modular approach to 
policy construction, including:

 • Non-damage business interruption; coverage for 
production losses caused by a cyber event but 
without damage to plant.

 • Cover for loss of income and increased costs of 
working resulting from network interruption due to 
a security failure, system failure, or to operational 
error (including failure of your third-party 
outsourced partner(s)).

 • Cover for the costs of recovering, reconstructing, 
reloading, or replacing digital assets which have 
been impaired due to a security failure, system 
failure, or operational error (including failure of 
your third-party outsourced partner(s)).

 • Cover for the payment of cyber extortion losses  
and expenses.

 • Associated crisis response costs, including IT 
forensic costs, legal expenses, customer call 
center costs, notification expenses, identify theft 
remediation services, and public relations costs.

 • Cover for your liability to third parties, defense 
costs, and regulatory fines, in respect of:

 – A data breach.

 – Breach of data protection legislation.

 – Breach of confidentiality agreements.

 – Network hijacking, including virus transmission.

 • No requirement for monetary retention for BI claims.

 • Full retroactive cover; incidents occurring before 
purchase, but unknown or undiscovered until after 
purchase, are not excluded on a retroactive date basis.
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