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CYBER BUSINESS INTERRUPTION
QUANTIFICATION (CBIQ)

Marsh’s Cyber Business Interruption Quantification
(CBIQ) service provides you with a detailed financial loss

quantification based on realistic cyber business interruption

events that your organization may face. Through CBIQ,
we deliver information and analysis relevant to improving
your organization’s cyber risk management program and

cyber resilience.

CBIQ offers you the following:

¢ |dentified and prioritized cyber threats
and realistic cyber event scenarios.

¢ Ascenario-based cyber risk financial
loss quantification assessment and
analysis produced by our team of
forensic accountants.

¢ Insights from our cybersecurity,
enterprise risk, and insurance
specialists that can highlight
opportunities for improvements in
cyber business interruption mitigation,
resilience, and incident response.

¢ Informed, data-backed justification to
share with leadership with regards to
cyber insurance program design or risk
management strategy decisions.

CBIQ FOUR-STEP PROCESS

1. DEFINE CYBER EVENT SCENARIOS
We work in partnership with you to:

¢ Develop an understanding of your
business model, IT, security, critical

business applications, and
data environment.

¢ Understand the as-is state of your
organization’s preparedness for
cyber incident response.

e Determine the likelihood range for
selected scenarios using an expert
panel and an anonymized process.

¢ Jointly develop technically-
sound scenarios based on
scenario likelihood.

2. APPLY SCENARIO-BASED
COST MODELS

We calculate financial loss and recovery
amounts for the chosen scenarios:

e Based on forensic accounting
cost models from extensive
claims experience.

¢ Using Anticipated Maximum Business

Interruption Loss (AMBIL) analysis.

¢ From Normal Expected Loss (NEL)
and Maximum Foreseeable Loss
(MFL) perspectives.

SOLUTIONS...DEFINED, DESIGNED, AND DELIVERED.

Cybersecurity Consulting and
Advisory Services Practice

Who it’s for

e Senior managers, risk managers,
and CISOs of organizations that
want to understand their cyber risk
management weaknesses and the
impact a breach or failure could have
on their operations.

What you get

¢ |nsight into the appropriate amount of
insurance required given your cyber
business interruption risks.

e Aprioritized listing of risk retention
and transfer options.

¢ Aninventory of business interruption
costs based on scenarios.

¢ An evaluation of the effectiveness of
incident response capabilities.

¢ Alisting of recovery requirements
and a roadmap to restore pre-incident
operational status.

MARSH & MCLENNAN
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3. REPORT RESULTS * Develop an appropriate cyber risk management strategy in

The CBIQ report contains our proprietary analysis and insights line with your risk appetite, risk mitigation, risk transfer, and
that can help you: risk retention objectives.
¢ Understand the cost of cyber business interruption * Refresh your cyber incident response planning.

impacts on your organization.

. s If desired, our Brokerage team will:
¢ Determine where to focus organizational and 9

financial resources. . . . .
e Conduct an insurance program gap analysis to identify policy

4. LEVERAGE RESULTS AND FINDINGS FOR IMPROVEMENTS coverage needs.

Our cybersecurity experts will help you: * Evaluate the responsiveness of your overall insurance program.

¢ Update your Risk Register as appropriate. ¢ Help with coverage enhancement and placement.

¢ |dentify cyber risk mitigation controls.
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DEFINE CYBER APPLY SCENARIO “FACT APPLY RESULTS
EVENT SCENARIOS BASE” TO COST MODELS
We work in partnership with you to: Marsh'’s proprietary analysis: Detailed report containing our Our cybersecurity experts will help you:
. . . roprietary analysis and insights that . .

¢ Develop an understanding of your ¢ Based on forensic accounting Ean%élp ygu- ¥l insig * Update your Risk Register
business model, IT, security, critical cost models from extensive ’ as appropriate.
business applications, and claims experience. ¢ Understand the cost of cyber
data environment. . . . business interruption impacts on « Identify cyber risk mitigation controls.

¢ Using Anticipated Maximum your organization.

* Understand 'Ehe as-is state of your Business Interruption Loss ] * Develop an appropriate cyber risk
organization’s preparedness for (AMBIL) analysis. ¢ Determine where to focus management strategy in line with
cyber incident response. organizational and your risk appetite, risk mitigation, risk

e From Normal Expected Loss financial resources. transfer, and risk retention objectives.

¢ Determine the likelihood range for (NEL) and Maximum Foreseeable L
selected scenarios using an expert Loss (MFL) perspectives. * Refresh your cyber incident
panel and an anonymized process. response planning.

« Jointly develop technically- Marsh brokerage conducts an insurance
sound scenarios based on program gap analysis to:
scenario likelihood. * Identify policy coverage needs.

¢ Evaluate the responsiveness of your
overall insurance program.

* Help with coverage enhancement
and placement.

*Requires client participation. Note: This analysis, if desired, can begin
as soon as scenario selection is made
and can proceed in parallel with the
cost analysis.

WHY MARSH?

Marsh helps clients review and define cyber risk as an opportunity for performance improvement and optimization of capital efficiency to
enable confident, strategic risk taking that supports business growth.

We aim to help you reduce your concerns about cyber risk, so you can focus on your business.

To learn more about how these services and our full range of cybersecurity consulting and advisory capabilities can help you protect your
valuable information resources and manage cyber risks at the enterprise level, please contact your local Marsh representative or:

THOMAS FUHRMAN JAMES HOLTZCLAW JOHN NAHAS

Managing Director Senior Vice President Vice President

+1703 7318540 +1202 2979351 +1202 2979048
thomas.fuhrman@marsh.com james.holtzclaw@marsh.com john.nahas@marsh.com

Marsh is one of the Marsh & McLennan Companies, together with Guy Carpenter, Mercer, and Oliver Wyman.

This document and any recommendations, analysis, or advice provided by Marsh (collectively, the “Marsh Analysis”) are not intended to be taken as advice
regarding any individual situation and should not be relied upon as such. The information contained herein is based on sources we believe reliable, but we
make no representation or warranty as to its accuracy. Marsh shall have no obligation to update the Marsh Analysis and shall have no liability to you or any
other party arising out of this publication or any matter contained herein. Any statements concerning actuarial, tax, accounting, or legal matters are based
solely on our experience as insurance brokers and risk consultants and are not to be relied upon as actuarial, tax, accounting, or legal advice, for which you
should consult your own professional advisors. Any modeling, analytics, or projections are subject to inherent uncertainty, and the Marsh Analysis could

be materially affected if any underlying assumptions, conditions, information, or factors are inaccurate or incomplete or should change. Marsh makes no
representation or warranty concerning the application of policy wording or the financial condition or solvency of insurers or reinsurers. Marsh makes no
assurances regarding the availability, cost, or terms of insurance coverage. Although Marsh may provide advice and recommendations, all decisions regarding
the amount, type or terms of coverage are the ultimate responsibility of the insurance purchaser, who must decide on the specific coverage that is appropriate

to its particular circumstances and financial position.
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