MARSH RISK CONSULTING

CYBER VALUE-AT-RISK (CYBER VaR)

Marsh Risk Consulting (MRC) Cyber VaR analysis
quantifies an organization’s enterprise cybersecurity risk
and identifies the potential financial loss, in dollars, that
would result from a severe cyber-attack on enterprise IT
networks. Our Cyber VaR analysis can help you:

¢ Quantify cybersecurity risk with a
mathematically sound, traceable, and
repeatable application of the value-
at-risk (VaR) methodology developed
within the investment community.

¢ Develop arisk management strategy
that aligns and rationalizes investment
in risk mitigation, risk transfer, and risk
retention with risk appetite.

¢ Enhance your ability to integrate
cybersecurity risk into your enterprise
risk management program.

¢ Produce cybersecurity metrics suited
to the needs of C-level executives and
the board of directors.

Provide defensible justification for
cybersecurity investments.

Gain insight into how risk is distributed
among your organization’s core
business systems to inform risk
transfer strategies.

RISK. DISPUTES. STRATEGY.

CYBER VaR DETAILS AND
CONSIDERATIONS

MRC'’s Cyber VaR analysis is designed
around two use cases:

ENTERPRISE LEVEL ANALYSIS

¢ Develops an understanding of
the financial impact of a severe

cybersecurity incident at the enterprise
level. Focuses on the organization’s key

critical IT systems, applications, and
databases that directly impact revenue
or business requirements.

¢ Models the enterprise based on
the critical IT assets and their
exposures, the cybersecurity controls
environment, and the cyber threat.

¢ Produces analytical results that include
the dollar value of a "1-in-20 event"
over the next year.

Identifies the top mitigation measures
to reduce the Cyber VaR.

Cybersecurity Consulting
and Advisory Practice

Who it’s for

¢ Organizations that want to
understand their cybersecurity
risk and the impact a breach or
failure could have on operations.

What you get

¢ Arepeatable and traceable
calculation of cybersecurity risk
in financial terms.

¢ |dentification of exposures
associated with critical business
applications, databases, and
IT systems.

¢ Documentation of the current
cybersecurity defensive posture
and controls environment aligned
to a specific framework.

¢ A modeled cybersecurity loss
distribution for the enterprise.

¢ Increased metrics-based precision
for cyber risk management and risk
transfer decision making.
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¢ Provides for the robust expression of cyber risk appetite and
the development of a cohesive risk management strategy that
encompasses risk mitigation, risk transfer, and risk retention.

cyber risk reduction return on investment
(CR30I) metric.

¢ Informs decision making on cybersecurity investments with

traceable and defensible results.
ANALYSIS OF ALTERNATIVES

¢ Supports the sequencing and prioritization of control
deployments in a multi-year roadmap.

¢ Rigorous analysis that allows the risk reduction potential of
cybersecurity controls to be compared. Provides a meaningful
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uses a Monte Carlo
simulation to run
approximately one
million variations of
the model parameters
and cyber-attack
success rates.

runs additional cycles

of the model to identify
cyber risk reduction

return on investment
options (CR30I) for
selected cyber
infrastructure investments.

cybersecurity controls
for each key asset.

reporting purposes. to the client.

Sources include:

Annual revenue, assets,
office locations, critical
applications and related
exposures ($), potential
losses, and network/
system topology.

Sources include:
Interviews and
documents such
as recent audits,
assessments, or
other reviews.

SAMPLE ANALYTICAL REPORTS

op Ten Mitigations (Related to the Baseline SEVERE Value-at-Risk)

Percent of Total Model Runs
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Additional information can be found on www.marshriskconsulting.com and on www.marsh.com, or:

THOMAS FUHRMAN JAMES HOLTZCLAW JOHN NAHAS
Managing Director Senior Vice President Vice President

+1703 7318540 +1202 2979351 +1202 2979048
thomas.fuhrman@marsh.com james.holtzclaw@marsh.com john.nahas@marsh.com

This document and any recommendations, analysis, or advice provided by Marsh (collectively, the “Marsh Analysis”) are not intended to be taken as advice regarding any individual
situation and should not be relied upon as such. This document contains proprietary, confidential information of Marsh and may not be shared with any third party, including other
insurance producers, without Marsh’s prior written consent. Any statements concerning actuarial, tax, accounting, or legal matters are based solely on our experience as insurance
brokers and risk consultants and are not to be relied upon as actuarial, accounting, tax, or legal advice, for which you should consult your own professional advisors. Any modelling,
analytics, or projections are subject to inherent uncertainty, and the Marsh Analysis could be materially affected if any underlying assumptions, conditions, information, or factors are
inaccurate or incomplete or should change. The information contained herein is based on sources we believe reliable, but we make no representation or warranty as to its accuracy.
Except as may be set forth in an agreement between you and Marsh, Marsh shall have no obligation to update the Marsh Analysis and shall have no liability to you or any other party
with regard to the Marsh Analysis or to any services provided by a third party to you or Marsh. Marsh makes no representation or warranty concerning the application of policy
wordings or the financial condition or solvency of insurers or re-insurers. Marsh makes no assurances regarding the availability, cost, or terms of insurance coverage.

Marsh is one of the Marsh & McLennan Companies, together with Guy Carpenter, Mercer, and Oliver Wyman.

Copyright © 2017 Marsh LLC. All rights reserved. MA17-14967 USDG20591

$1,548,690 ( J4%)
Ajax Services and Sales System $1,473,375 (‘4%)

$1,367,623 (§3%)

$1,322,799 (§ 3%)


http://www.marshriskconsulting.com
http://www.marsh.com
mailto:thomas.fuhrman%40marsh.com?subject=
mailto:james.holtzclaw%40marsh.com?subject=
mailto:john.nahas%40marsh.com?subject=

