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Enabling smart
iInvestments in
cyber insurance
and cybersecurity

Calculating the financial impact of a cyberattack is
crucial. Yet, as the pace and cost of cyberattacks
increase, many organizations struggle to prioritize
cyber risk investments, to measure cybersecurity
effectiveness, to identify appropriate data

and analytics tools, and ultimately, to develop
meaningful risk transfer solutions.

At the same time, many find it
challenging to discuss cyber risk with
key stakeholders using terms that are
easy to understand.

Better tools, analytics,
and knowledge to
understand your cyber
threat environment

Marsh takes the guesswork out of
calculating the cost of cyber risk

and allocating cyber risk dollars. We
translate cyber risk into the language
of business, and provide clear and
actionable insights to help you make
confident, data-driven decisions about
investing in cyber risk management.

Blueli], Marsh's next generation
analytics suite, delivers our market-
leading data, expertise, and risk
quantification models through an
interactive and engaging platform. Our
tailored dashboards enable you to:

* Understand the types, severity, and
likelihood of cyber threats facing
your organization.

* Calculate the cost of various cyber
event scenarios.

e Use “what if” modeling to view
how insurance, investment, and
business decisions affect your
cyber risk profile.

* Move from a highly technical
discussion of cyber risk to
a financial one.

Meaningful insights and
expertise you can’'t get
anywhere else

Marsh'’s cyber risk analytics provide
clarity into the impact on risk reduction
of cybersecurity and risk transfer
investments. This enables you to make
well-informed decisions about where to
allocate cyber risk capital.

TALK TO MARSH

Marsh’s Cyber Practice can help

our clients accelerate their digital
transformation by advising on how to
reduce cyber risk and build sustained
resilience. We do this by delivering
market-leading products and services
to understand, measure, and manage
cyber risk across the enterprise.

For more than 25 years, we have
helped our clients assess and
quantify their cyber risk, prepare
for and respond to cyberattacks,
transfer risk out of the organization,
and build lasting risk management
and resilience. We offer products
and services for insurance, incident
management, risk intelligence, and
resilience optimization — supported
by technology and designed and
delivered by our cyber specialists.



Marsh Cyber Risk Analytics

You can access the analytics through
our digital client experience platform,
which enables you to manage

your accounts, receive tailored
insights, obtain support, and use

Engage in financial stress testing
to measure the economic effects of
insurable and non-insurable risks
across a range of cyber events,
including data breach, business
interruption, regulatory risk,

and ransomware.

Measure your organization’s
specific cyber threats, business
impacts, and cybersecurity controls
across more than 800 security
controls and against 110 unique
cyber event scenarios using our
proprietary Marsh Cyber Self-
Assessment. Results are customized

About Marsh

Marsh is the world’s leading insurance
broker and risk advisor. With around
40,000 colleagues operating in more
than 130 countries, Marsh serves
commercial and individual clients
with data-driven risk solutions and
advisory services. Marsh is a business
of Marsh McLennan (NYSE: MMC), the
world’s leading professional services
firm in the areas of risk, strategy and
people. With annual revenue over $17
billion, Marsh McLennan helps clients
navigate an increasingly dynamic and
complex environment through four

for you, based on Marsh'’s market-
leading benchmarking data

along with information from your
self-assessment.

market-leading businesses: Marsh, Guy
Carpenter, Mercer and Oliver Wyman. For
more information, visit mmc.com, follow
us on LinkedIn and Twitter or subscribe
to BRINK.

advanced analytics.

Extensive data,
rigorous analysis,
actionable insights

Our cyber risk analytics allow you

to view your total addressed and
unaddressed cyber risk, and to
engage in “what if” scenarios to
determine the financial impact of
hypothetical changes to cybersecurity
and insurance programs.

* Evaluate the effectiveness of your
cybersecurity controls from a
financial perspective.

* Apply economic analysis of your
cyber risk exposure to inform
risk management strategies,
including risk mitigation, transfer,
and capital allocation.

* Translate cybersecurity technical Thomas Reagan
measurements into metrics for the Cyber Practice Leader, US & Canada
board and C-suite. Marsh
+212 345 9452
thomas.reagan@marsh.com

You can use these analytics to:

e Calculate the economic efficiency of

multiple cyber insurance program * Enable cross-organizational decision

structures (limits, retention, and making about risk management

premiums) based on the volatility strategies — including mitigation,

surrounding the frequency and transfer, and capital allocation —

severity of loss events. using tailored, confidence-modelled Reid Sawyer
reports that apply economic analysis Head, US Cyber Risk
of your cyber risk exposure. Consulting Practice

Marsh
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Marsh is a business of Marsh McLennan. This document and any recommendations, analysis, or
advice provided by Marsh (collectively, the “Marsh Analysis”) are not intended to be taken as advice
regarding any individual situation and should not be relied upon as such. The information contained
herein is based on sources we believe reliable, but we make no representation or warranty as to its
accuracy. Marsh shall have no obligation to update the Marsh Analysis and shall have no liability to
you or any other party arising out of this publication or any matter contained herein. Any statements
concerning actuarial, tax, accounting, or legal matters are based solely on our experience as
insurance brokers and risk consultants and are not to be relied upon as actuarial, tax, accounting, or
legal advice, for which you should consult your own professional advisors. Any modeling, analytics, or
projections are subject to inherent uncertainty, and the Marsh Analysis could be materially affected
if any underlying assumptions, conditions, information, or factors are inaccurate or incomplete or
should change. Marsh makes no representation or warranty concerning the application of policy
wording or the financial condition or solvency of insurers or reinsurers. Marsh makes no assurances
regarding the availability, cost, or terms of insurance coverage. Although Marsh may provide advice
and recommendations, all decisions regarding the amount, type or terms of coverage are the
ultimate responsibility of the insurance purchaser, who must decide on the specific coverage that is
appropriate to its particular circumstances and financial position.
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