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Cyber Catalyst Designated Solutions 2019

Seventeen cybersecurity solutions received the Cyber Catalystsv designation in the
inaugural Cyber Catalyst by Marshsv program. Participating insurers identified these
products and services as being able to have a meaningful impact in reducing cyber risk.

Cyber CatalystSM 2019 Designated Cybersecurity Solutions
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https://www.arubanetworks.com/en-au/products/security/policy-enforcement-firewall/
https://bigid.com/product/tour/
https://bigid.com/product/tour/
https://www.crowdstrike.com/services/proactive-cyber-security/
https://www.crowdstrike.com/services/proactive-cyber-security/
https://www.crowdstrike.com/endpoint-security-products/falcon-complete/
https://digitalguardian.com/products/threat-aware-data-protection-platform
https://www.fireeye.com/solutions/ex-email-security-products.html
https://www.fireeye.com/solutions/hx-endpoint-security-products.html
http://www.forescout.com/
http://www.forescout.com/
http://www.hackerone.com/product/bounty
http://www.hpe.com/security
https://www.knowbe4.com/cyber-catalyst
https://www.knowbe4.com/cyber-catalyst
https://www.mimecast.com/products/email-security-with-targeted-threat-protection/
https://www.mimecast.com/products/email-security-with-targeted-threat-protection/
https://www.perspectalabs.com/critical-infrastructure
https://www.perspectalabs.com/critical-infrastructure
https://www.rsa.com/en-us/products/rsa-securid-suite/rsa-securid-access
https://www2.trustwave.com/DbProtectCyberCatalyst.html
https://virsec.com/
https://www.zingbox.com/iot-guardian/

Evaluation Criteria

Insurers participating in Marsh’s Cyber Catalyst program evaluated
cybersecurity solutions that address major risks, including data
breach, business interruption, data theft or corruption, and cyber
extortion. In evaluating these solutions, insurers used six criteria:

—_

. Reduction of cyber risk: demonstrated ability to address major
enterprise cyber risk such as data breach, theft, or corruption;
business interruption; or cyber extortion.

2. Key performance metrics: demonstrated ability to quantitatively
measure and report on factors that reduce the frequency or
severity of cyber events.

3. Viability: client-use cases and successful implementation.

4. Efficiency: demonstrated ability of users to successfully
implement and govern the use of the product to reduce
cyber risk.

5. Flexibility: broad applicability to a range of companies
and industries.

6. Differentiation: Distinguishing features and characteristics.

Evaluation and Designation Process

The platform for vendors to submit cybersecurity solutions for
evaluation was open from March 26 through May 5, 2019. Eligibility
criteria required that the cybersecurity products or services be

1) currently available in the United States and 2) deployed in an
enterprise environment. The evaluation process included a deep
dive into eligible products and services that participating insurers
felt merited review, and demonstrations to those insurers.

CLARITY IN A CROWDED CYBERSECURITY MARKET

The eight participating insurers voted independently on each
solution, with Marsh tallying the votes and Microsoft serving as
technical advisor. Cyber Catalyst designation was awarded to
products receiving positive votes by at least six insurers. Neither
Marsh nor Microsoft participated in the Cyber CatalystSM
designation decisions.

The next Cyber Catalyst program cycle is expected to launch
in 2020, when cybersecurity solutions can be submitted
for evaluation.

Insurance Policies and
Implementation Principles

Organizations that adopt Cyber Catalyst-designated solutions may
be considered for enhanced terms and conditions on individually
negotiated cyber insurance policies with participating insurers.
Marsh has worked with each participating insurer to establish
endorsement wordings that reflect the coverage enhancements
that those insurers might offer to Marsh clients which adopt one or
more Cyber Catalyst designated solution.

When considering potential policy enhancements, those insurers
will expect organizations to implement the Cyber Catalyst
designated products or services in a certain manner. To that end,
participating insurers worked with the vendors whose solutions are
Cyber Catalyst designated to develop “implementation principles”
for each product or service.

Contact Marsh at cyber.risk@marsh.com to learn more.

Cyber Catalyst by MarshSM brings together leading cyber insurers, with technical advice from Microsoft, to evaluate and identify

cybersecurity solutions they consider effective in reducing cyber risk. Cyber Catalyst is designed to help organizations make

more informed choices about cybersecurity products and services to manage their risk. It provides organizations with greater

clarity and confidence in an increasingly complex cybersecurity marketplace, as well as an understanding of which cybersecurity

solutions most matter to insurers.
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Insurance Industry Insights

Eight leading insurers are participating in the 2019 Cyber Catalyst program. Microsoft is a technical advisor to
the program.
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Cyber Catalyst participating insurers represent a substantial portion of the $5 billion global cyber insurance marketplace,
which has responded to the most catastrophic and costly cyber events of the past decade. They have considerable
experience and insight gained from engagement with a wide range of cybersecurity offerings and vendors.
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http://www.munichre.com/
https://www.sompo-intl.com/
https://www.zurichna.com/
https://www.agcs.allianz.com/
https://axaxl.com/
https://www.beazley.com/usa.html
https://www.axiscapital.com/insurance/cyber-cyber-technology
https://www.cfcunderwriting.com/
http://www.microsoft.com/

Marsh Cyber Practice By the Numbers

200 Leijseroyear-old

Global Cyber Colleagues
(Brokers and Consultants) Cyber Insurance Market

_.-._ Placing more than Broker Team of the
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i Business Insurance US Awards 2019
Premiums Annually

More than

Cyber Broker of the Year
6,000 Cyberand E&O Clients Advisen 3 Time Winner

For more information on 2019 designated solutions or the program, visit the Cyber Catalyst pages at www.marsh.com/cybercatalyst. Follow

our social campaigns on LinkedIn and Twitter: #CyberCatalyst.

For more information about Marsh'’s cyber risk management solutions, email cyber.risk@marsh.com, visit marsh.com, or contact your
Marsh representative.

Marsh is one of the Marsh & McLennan Companies, together with Guy Carpenter, Mercer, and Oliver Wyman.

This document and any recommendations, analysis, or advice provided by Marsh (collectively, the “Marsh Analysis”) are not intended to be taken as advice regarding any individual situation and should

not be relied upon as such. The information contained herein is based on sources we believe reliable, but we make no representation or warranty as to its accuracy. Marsh shall have no obligation to update
the Marsh Analysis and shall have no liability to you or any other party arising out of this publication or any matter contained herein. Any statements concerning actuarial, tax, accounting, or legal matters
are based solely on our experience as insurance brokers and risk consultants and are not to be relied upon as actuarial, tax, accounting, or legal advice, for which you should consult your own professional
advisors. Any modeling, analytics, or projections are subject to inherent uncertainty, and the Marsh Analysis could be materially affected if any underlying assumptions, conditions, information, or factors
are inaccurate or incomplete or should change. Marsh makes no representation or warranty concerning the application of policy wording or the financial condition or solvency of insurers or reinsurers.
Marsh makes no assurances regarding the availability, cost, or terms of insurance coverage. Although Marsh may provide advice and recommendations, all decisions regarding the amount, type or terms of
coverage are the ultimate responsibility of the insurance purchaser, who must decide on the specific coverage that is appropriate to its particular circumstances and financial position.
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