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Cyber Catalyst Designation

FireEye Email Security has been designated a 2019 Cyber
Catalyst cybersecurity solution. Itis a secure email gateway
that stops email-borne threats with first-hand knowledge

of attacks and attackers before they can cause any harm. It
enables organizations to consolidate their email security stack
with a comprehensive, single-vendor solution that blocks

not only malware and suspicious URLs, but also phishing and
impersonation techniques, leaving attackers no chance to take
advantage of email users. FireEye Email Security observes and
block new tactics learned from FireEye’s frontline investigations
and observations of adversaries.

FireEye Email Security continually adapts defenses using deep
adversarial, machine, and victim intelligence to quickly identify
risks, minimize false positives, track attack activity, and block
phishing attempts. It employs proprietary advanced URL
defense, attachment detonation and impersonation protection
technologies, deep relationship analysis, threat intelligence, and
machine learning to detect threats that other solutions may miss
and protect against all advanced threats.

FireEye positions Email Security as best suiting companies
operating in highly regulated industries such as finance,
healthcare, or government; that currently employ or are
migrating to Office 365; and are challenged to protect their
organization from impersonation, malicious attachments
and phishing.

*Product information provided by FireEye

Why FireEye Email Security is a Cyber
Catalyst-Designated Solution

Participating insurers rated FireEye Email Security highest on the
criteria of reduction of cyber risk, performance, efficiency,
and flexibility.

In their evaluation, insurers characterized it as:

e “Avery comprehensive and solid email protection capability
to prevent malware from entering an organization via email.”

o “Avery effective product for blocking attached malware and
malicious links...with the capability to mitigate phishing and
social engineering attacks which can serve as an additional
layer of defense to an existing awareness/training program.”
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Insurance Policies and Cyber Catalyst designation was awarded to solutions receiving

Implementation Principle positive votes from at least six of the eight participating insurers,

which voted independently. Neither Microsoft — which served as
Organizations that adopt Cyber Catalyst-designated solutions may technical advisor — nor Marsh participated in Cyber Catalystsv
be considered for enhanced terms and conditions on individually designation decisions.

negotiated cyber insurance policies with participating insurers.

The next Cyber Catalyst program is expected to open in 2020.
Those insurers, when considering potential policy enhancements,

will expect organizations to deploy Cyber Catalyst-designated For more information on the Cyber Catalyst 2019 designated

products or services in accordance with certain “implementation solutions or the program, visit the Cyber Catalyst pages at www.
principles” that have been developed by the insurers with vendors marsh.com/cybercatalyst.

of Cyber Catalyst-designated solutions.

For more information about Marsh’s cyber risk management

The implementation principle for FireEye Email Security is: solutions, email cyber.risk@marsh.com, visit marsh.com, or

contact your Marsh representative.
¢ 100% deployment on email domains. Detection configurations

and alert notifications are all enabled. . . . . . .
For more information on FireEye Email Security, visit https://www.

fireeye.com/solutions/ex-email-security-products.html.

Evaluation Process

Applications for evaluation of cybersecurity solutions were
accepted from March 26 through May 5, 2019. More than 150
cybersecurity offerings, spanning a broad range of categories from
hardware to messaging security to loT security, were submitted for
evaluation. Cyber Catalyst participating insurers evaluated eligible
solutions along six criteria:

1. Reduction of cyber risk.

2. Key performance metrics.
3. Viability.

4. Efficiency.

5. Flexibility.

6. Differentiating features.

2019 CYBER CAT DESIGNATED SOLUTIONS

In the inaugural Cyber Catalyst program, 17 cybersecurity products and services have been designated as Cyber Catalyst solutions.

More information about all the 2019 Cyber Catalyst-designated cybersecurity solutions is at www.marsh.com/cybercatalyst.
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