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FireEye Endpoint Security —
Cyber Catalyst Designation

FireEye Endpoint Security has been designated a 2019 Cyber
Catalyst cybersecurity solution. FireEye Endpoint Security

is unified endpoint defense, providing endpoint protection,
detection and response, and forensics in a single agent. It helps
protect users from common and advanced malware, including
viruses, worms, spyware, backdoors, ransomware, application
exploits, and advanced attacks from criminal or nation-state
backed attackers.

Organizations are seeing an increasing amount of advanced
cyber threats to their users, client data, and intellectual property,
but may not have the tools, knowledge, or staffing to combat
these threats. They are often using disparate tools without a
shared response, and which are often inadequate for detection
and response to the advanced threats. FireEye Endpoint
Security can increase staff efficiency with automated processes
to detect and block advanced threats, automatic updates when
new threats are found, and tools to manually hunt down threats
on endpoints.

FireEye Endpoint Security uses signature-based, machine
learning, and behavioral-based engines providing protection
from common and advanced threats. To detect threats

that bypass protection, FireEye provides intelligence-based
indicators of compromise to find and enable response. This
solution enables regulatory compliance and provides an audit
trail when an event happens.

FireEye positions Endpoint Security as ideal for organizations
needing visibility into the threats, protection from advanced
attacks, and who understand the need for constant monitoring
and threat investigation. It’s also recommended for companies
that want to replace current disparate endpoint tools with
integrated capabilities, and to reduce the number of agents
deployed on endpoints.

*Product information provided by FireEye

Why FireEye Endpoint Security is a Cyber
Catalyst-Designated Solution

Participating insurers rated FireEye Endpoint Security highest
on the criteria of performance, viability, and flexibility. In their
evaluation, insurers characterized it as:

e “This EDR solution captures all relevant information needed
for proper response in a timely fashion using a super simple
graphical user interface.”

e “Quick to deploy and can be used in post cyber incident cases
where fast detection and isolation is required.”

o “Effective tool for detecting and blocking malware and
exploits — and implementation is considered easy for
complex networks.”
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Insurance Policies and
Implementation Principle

Organizations that adopt Cyber Catalyst-designated solutions may
be considered for enhanced terms and conditions on individually

Cyber Catalyst designation was awarded to solutions receiving
positive votes from at least six of the eight participating insurers,
which voted independently. Neither Microsoft — which served as
technical advisor — nor Marsh participated in Cyber Catalystsv
designation decisions.

negotiated cyber insurance policies with participating insurers.

The next Cyber Catalyst program is expected to open in 2020.
Those insurers, when considering potential policy enhancements,

will expect organizations to deploy Cyber Catalyst-designated For more information on the Cyber Catalyst 2019 designated

solutions or the program, visit the Cyber Catalyst pages at www.
marsh.com/cybercatalyst.

products or services in accordance with certain “implementation
principles” that have been developed by the insurers with vendors

of Cyber Catalyst-designated solutions.

For more information about Marsh’s cyber risk management

The implementation principle for FireEye Endpoint Security is: solutions, email cyber.risk@marsh.com, visit marsh.com, or

contact your Marsh representative.

e Patches are applied to endpoints within one week of release.

FireEye Endpoint Security has been installed on all endpoints
Y P y P For more information on FireEye Endpoint Security, visit https://

that are joined to the enterprise domain. . . . .
www.fireeye.com/solutions/hx-endpoint-security-products.html.

Evaluation Process

Applications for evaluation of cybersecurity solutions were
accepted from March 26 through May 5, 2019. More than 150
cybersecurity offerings, spanning a broad range of categories from
hardware to messaging security to loT security, were submitted for
evaluation. Cyber Catalyst participating insurers evaluated eligible
solutions along six criteria:

1. Reduction of cyber risk.

2. Key performance metrics.
3. Viability.

4. Efficiency.

5. Flexibility.

6. Differentiating features.

2019 CYBER CA ST DESIGNATED SOLUTIONS

In the inaugural Cyber Catalyst program, 17 cybersecurity products and services have been designated as Cyber Catalyst solutions.

More information about all the 2019 Cyber Catalyst-designated cybersecurity solutions is at www.marsh.com/cybercatalyst.
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