
RSA SecurID® Access —  
Cyber Catalyst Designation

RSA SecurID® Access has been designated a 2019 Cyber 

Catalyst solution. It is a risk-based multi-factor authentication 

solution that provides identity assurance to help businesses 

protect their most valuable assets. It enables organizations of 

all sizes to address the security challenges of delivering access 

to dynamic user populations across complex environments, 

securing multiple points of access. 

RSA SecurID Access enables businesses to empower employees, 

partners and contractors to do more without compromising 

security or convenience. Embracing the security challenges of 

today’s blended cloud and on-premise environments, bring your 

own device, and mobile, RSA SecurID Access ensures that  

users have timely and secure access to the applications  

they need—from any device, anywhere –with a modern, 

convenient user experience.

It offers the broadest range of authentication methods, including 

device biometrics (fingerprint and face verification), push 

notification, one-time passcode via mobile app, traditional 

hardware and soft tokens, SMS, or phone as well as support for 

FIDO authenticators, empowering organizations to safeguard 

applications and resources. 

Powered by machine learning, RSA SecurID Access takes a risk-

based approach to authentication, leveraging business context, 

identity insights and threat intelligence to mitigate compromised 

identities through identity assurance. With RSA SecurID Access, 

businesses can grant secure and seamless access to any 

application on-premises or in the cloud, ensuring users are who 

they say they are and have the appropriate level of access.  

*Product information provided by RSA

Why RSA SecurID® Access is a Cyber 
Catalyst-Designated Solution

Cyber Catalyst participating insurers rated RSA SecurID® 

Access highest on the criteria of flexibility, efficiency, cyber risk 

reduction, and performance.

In their evaluation, the insurers characterized it as:

•• “Linchpin product in the category. The updated interface 

makes it more intuitive for operators.” 

•• “Streamlines authentication and identity governance in a 

unique way.  Good product.”

•• “What makes this product different is the simplified admin 

interface.  Any time security is simplified, it becomes more 

effective as there is less chance for incorrect implementation.”
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Insurance Policies and  
Implementation Principle 

Organizations that adopt Cyber Catalyst-designated solutions may 

be considered for enhanced terms and conditions on individually 

negotiated cyber insurance policies with participating insurers.  

Those insurers, when considering potential policy enhancements, 

will expect organizations to deploy Cyber Catalyst-designated 

products or services in accordance with certain “implementation 

principles” that have been developed by the insurers with vendors 

of Cyber Catalyst-designated solutions.  

The implementation principle for the RSA SecurID® Access is:

•• RSA SecurID Access is deployed on all external access to 

corporate resources (internal networks, cloud applications, and 

third party vendors).

Evaluation Process

Applications for evaluation of cybersecurity solutions were 

accepted from March 26 through May 5, 2019. More than 150 

cybersecurity offerings, spanning a broad range of categories from 

hardware to messaging security to IoT security, were submitted for 

evaluation. Cyber Catalyst participating insurers evaluated eligible 

solutions along six criteria:  

1.	 Reduction of cyber risk.

2.	 Key performance metrics.

3.	 Viability.

4.	 Efficiency.

5.	 Flexibility.

6.	 Differentiating features.

Cyber Catalyst designation was awarded to solutions receiving 

positive votes from at least six of the eight participating insurers, 

which voted independently. Neither Microsoft — which served as 

technical advisor — nor Marsh participated in Cyber CatalystSM 

designation decisions. 

The next Cyber Catalyst program is expected to open in 2020.  

For more information on the Cyber Catalyst 2019 designated 

solutions or the program, visit the Cyber Catalyst pages at www.

marsh.com/cybercatalyst.

For more information about Marsh’s cyber risk management 

solutions, email cyber.risk@marsh.com, visit marsh.com, or 

contact your Marsh representative.

For more information about RSA SecurID® Access, visit  

https://www.rsa.com/en-us/products/rsa-securid-suite/rsa-

securid-access.

2019 CYBER C ATALYS T DE SIGNATED SOLUTIONS 

In the inaugural Cyber Catalyst program, 17 cybersecurity products and services have been designated as Cyber Catalyst solutions.  

More information about all the 2019 Cyber Catalyst-designated cybersecurity solutions is at www.marsh.com/cybercatalyst.
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