> MARSH

CONTINENTAL EUROPEAN
SURVEY 2016
KEY FINDINGS

» B MARSH&MCLENNAN
UNDERSTANDING OF CYBER RISKIN EUROPE
< Complete understanding
2&1 < Limited to basic
No understanding

PRIMARY STAKEHOLDERS
IT 68%
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Risk manager 7%
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CYBER SCENARIOS

Nearly half of all organisations
have not yet identified one
or more cyber scenarios.

Yes No

52% 48%
CYBER ATTACKS IN THE
PAST 12 MONTHS

@ of organisations have been
subjected to a cyber attack in the
past 12 months.
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FINANCIAL IMPACT

0}
/J 60 /0 of organisations
have NOT conducted or estimated
the financial impact of a cyber attack.

INCIDENT RESPONSE PLANS

|60%%

o O Oﬁ

of organisations
possess an incident response
plan for material cyber events.
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PLANS TO PURCHASE INSURANCE
of companies already
b purchased cyber insurance.
( X )

are currently seeking or intend
to seek a quote for cyber
insurance.

?’ of organisations have no plans
to purchase cyber insurance.

CYBER LOSS SCENARIOS
PRESENTING GREATEST THREAT

business interruption 24%
% breach of customer information 1 9%
E ! data or software damage 1 4%

GREATEST THREATS FOR ORGANISATIONS
(IMPACT AND LIKELIHOOD)

i 3 4

human error organised crime/ operational error/
hackers system failure
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SUPPLIER EVALUATION

4outof5 [ )

organisations do not assess
their suppliers for cyber risk. o

DEMONSTRATING CYBER SECURITY

almost 60% of organisations have 60% 40%
not been asked to demonstrate
a certain standard of IT security
practice to banks, regulatory (9|
bodies or customers.
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Is your organization Cyber Stressed or Cyber Dynamic?
To find out, complete the Marsh cyber risk self-assessment test:
http://marsh-stresstest.eu/

Marsh is one of the Marsh & McLennan Companies, together with Guy Carpenter, Mercer, and
Oliver Wyman. This document and any recommendations, analysis, or advice provided by Marsh
(collectively, the “Marsh Analysis” are not intended to be taken as advice regarding any individual
situation and should not be relied upon as such. The information contained herein is based on
sources we believe reliable, but we make no representation or warranty as to its accuracy. Marsh
shall have no obligation to update the Marsh Analysis and shall have no liability to you or any other
party arising out of this publication or any matter contained herein. Any statements concerning
actuarial, tax, accounting, or legal matters are based solely on our experience as insurance
brokers and risk consultants and are not to be relied upon as actuarial, tax, accounting, or legal
advice, for which you should consult your own professional advisors. Any modeling, analytics,
or projections are subject to inherent uncertainty, and the Marsh Analysis could be materially
affected if any underlying assumptions, conditions, information, or factors are inaccurate or
incomplete or should change. Marsh makes no representation or warranty concerning the
application of policy wording or the financial condition or solvency of insurers or reinsurers. Marsh
makes no assurances regarding the availability, cost, or terms of insurance coverage. Although
Marsh may provide advice and recommendations, all decisions regarding the amount, type or
terms of coverage are the ultimate responsibility of the insurance purchaser, who must decide
on the specific coverage that is appropriate to its particular circumstances and financial position.
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